EU General Data Protection Regulation (GDPR)

Consultation paper – January 2018 
Purpose and Overview
In the Programme for Government, the Council of Ministers committed to ensuring that the Island’s legislative position is equivalent to the EU General Data Protection Regulation (GDPR) by May 2018. 
The Isle of Man Government’s proposed approach is the introduction of a short Data Protection Bill giving specific powers to apply EU data protection instruments as part of Manx law (with any necessary modifications) by Order approved by Tynwald and then implemented with Manx Regulations.

The draft Data Protection Bill makes specific provision for the application of EU instruments relating to data protection into Manx domestic law. The Bill would also give powers to introduce supporting regulation. The Bill would initially be used to apply the following legislation to the Isle of Man:
· EU Regulation 2016/679, namely the General Data Protection Regulation (GDPR), and 

· EU Directive 2016/680, namely the Law Enforcement Directive (LED). 
The purpose of this consultation paper is to invite interested parties to consider and comment on the provisions of the proposed Orders to be made under that new Bill, together with draft Regulations made pursuant to those Orders, giving effect to the GDPR and LED in the Isle of Man.

Background

Under EU law, for it to be legally possible for bodies in EU Member States (including the UK, until it leaves the EU on 29 March 2019), to transfer data to a country such as the Isle of Man which is outside the EU (a third country) the country must have data protection legislation that is equivalent, or sufficiently similar, to the EU law for the country to be granted what is known as an ‘Adequacy Decision’ by the EU.

The Isle of Man is not a member of the EU, although it has a limited relationship with the European Union through Protocol 3 to the Treaty by which the United Kingdom gained accession to what became the EU.
The EU adopted an Adequacy Decision for the Isle of Man in April 2004, but for this to be maintained the Island must update its legislation to reflect the GDPR and LED. 
The Proposed Legislative Mechanism

The GDPR is directly applicable as part of the law of all the EU Member States, but since the Isle of Man is not a member of the EU it must take steps to apply the GDPR as part of the law of the Island.  

The powers in the proposed Data Protection Bill replicate general powers in section 2A and section 2B of the European Communities (Isle of Man) 1973 Act (the 1973 Act) for the purpose of applying and implementing relevant EU law in Manx domestic legislation.  

For the purposes of GDPR and the LED, the Council of Ministers took the view that a Bill, designed explicitly for the purposes of introducing EU data protection instruments, would be more appropriate than simply using the existing general powers under the 1973 Act.

This will ensure compliance with the new regime set out in the GDPR and LED for processing personal data by the required date of 6 May 2018 (for the LED) and 24 May 2018 (for the GDPR).  

The GDPR and the LED will be applied into Manx domestic law by Order in Tynwald. 
This approach will represent the Island’s commitment to the implementation of the GDPR and LED to retain the current adequacy decision about data protection in the Isle of Man. This is vital to ensure the Isle of Man can continue to process and share the personal data of EU citizens, including international transfers.  

The Orders will:
· Bring into force within domestic Isle of Man law the provisions of the GDPR and LED with necessary modifications, adaptations and exceptions
· Repeal the existing Data Protection Act 2002.  Some of the Data Protection Act will be retained – this will be provided for in the Regulations.  
· Amend other legislation which makes reference to the Data Protection Act 2002.

The GDPR and LED will be added directly into Manx law, with amendments as needed. This gives the law ‘a perceived prominence’ in primary domestic legislation, which will withstand the UK’s withdrawal from the European Union and the consequent termination of Protocol 3 to the Treaty of Accession in a way which Orders under the 1973 Act may not. The Orders will be accompanied by supporting Regulations. This reflects a more direct approach to implementing the legislation than other jurisdictions have followed.
The Regulations will:

· Bring into force the provisions of the existing Data Protection Act 2002 that need to be retained pursuant to the GDPR and LED
· Bring into force additional provisions required by the GDPR and LED 
· Ensure that there are appropriate mechanisms for protection of data in the Island, including:

· confirmation of data protection principles and definitions from the GDPR and LED
· establishment of the office of the Information Commissioner as the Supervisory Authority for the purposes of GDPR
· the continuation of the Data Protection Tribunal
· establishing rights and remedies for the data subject
· provisions for sanctions, penalties and enforcement.
The draft proposed legislation

The draft proposed legislation (Bill, Orders and Regulations) is attached (the Proposed Legislation).
The deadline for responses is Monday 5 March. 
Paper copies of this consultation document are available, if required, via the above contact details and from Tynwald Library. Please confirm the name of the organisation, industry/trade group or other group/forum that you are responding on behalf of, if applicable. We welcome your response at the earliest opportunity ahead of the closing date.
Why we are consulting

This consultation paper seeks views from everyone, but it is addressed in particular to private, public and third sector organisations which process, or are likely to process personal data. The Cabinet Office invites views on the proposed Orders and regulations.
For ease of reference, where a question relates to a provision in the original GDPR, the proposed reference number in the Isle of Man Regulations will be noted in brackets afterwards.

Questions

Child consent age 

The Council of Ministers has considered views on the designated age of a child in the context of Article 8 of the GDPR (Regulation 11). 
The Council of Ministers has taken the view that the age, below which consent must be sought for the provision of information society services, is 13 years. This is in line with the approach being taken by the UK and is the lowest age permitted by the GDPR (the standard being 16 years).

Question 1. Do you agree with this decision?   

Yes – the age should be in line with the UK approach of 13 years

No – the age should be in line with the EU GDPR article of 16 years
Certification 

Article 42 of the GDPR (Regulation 17) encourages the establishment and use of data protection certification mechanisms to show that the processing operations of controllers and processors comply with the GDPR. 
The Isle of Man Regulations make provision for the Information Commissioner or a national accreditation body to accredit a person as a certification provider. The term ‘national accreditation body’ is not yet defined. It could refer to a body in the UK, a body in the Isle of Man or both.  

Question 2. Should the Isle of Man recognise national accreditation bodies?
Yes – open to non-Island bodies

No – restrict to national, Island-based bodies
Transfer Principles 
Under Article 44 of the GDPR (Regulation 74), transfers of personal data to a third country or international organisation, including those not subject to an adequacy decision, are subject to conditions set out in Articles 45 and 46 of the GDPR. 
These provisions have been adapted to an Isle of Man context, giving the Information Commissioner powers to give approval to transfers where an adequacy decision is not in place.  

Question 3. Do you agree with the proposed adaptations? 
Yes    /     No 

Why or why not?  

Binding Corporate Rules 

Binding corporate rules are internal rules adopted by multinational group of companies which define its global policy with regard to the international transfers of personal data within the same corporate group to entities located in countries which do not provide an adequate level of protection. 
Under Article 47 of the GDPR (Regulation 75), the Information Commissioner shall approve binding corporate rules, subject to a series of conditions as laid out in that Article. The GDPR sets out a consistency mechanism under Article 63 of the GDPR. The Council of Ministers has taken a pragmatic view in respect of the consistency mechanism and has removed the requirement for that mechanism to be used.  

Question 4. Do you support this approach to binding corporate rules?
Yes – I support this approach
No – I do not support this approach

Expanded Information Commissioner Powers
The Information Commissioner will have an expanded range of powers and sanctions and an updated role. These include:
a. Consideration and endorsement of appropriate guidance and codes of practice and the power for the Commissioner to issue guidance or codes of practice (Regulations 89-94).  
b. The application in full of the powers in Article 58 of the GDPR (Regulations Part 7), together with Schedules 4 (powers of entry and seizure) and 5 (penalties) including the ability to request information from data controllers, enter premises and a series of investigative and corrective powers. The Information Commissioner is also given a set of advisory and authorisation functions. Such functions are subject to appropriate safeguards within the proposed legislation, including effective judicial remedy and due process.
c. At present, the Information Commissioner is designated as the Supervisory Authority for the purposes of the GDPR and the LED (Regulations 83 and 84).  The Council of Minsters has agreed that in future, the Office of the Information Commissioner should become a Statutory Board under the Statutory Boards Act 1987.  
d. The process of notification to the Information Commissioner of the processing of personal data by a controller or processor is retained. The Information Commissioner will retain a register of data controllers and processors. It is intended this will be expanded to include the name of the designated Data Protection Officer for an organisation.  
e. The Information Commissioner will continue to charge a fee for notification under the new legislation. The fees payable will be prescribed by fees regulations. One proposal for the way that fees are charged is to introduce a tiered fee scale so that smaller businesses pay less than larger businesses or those which process a large amount of personal data.  

Question 5. Do you agree that the powers afforded to the Information Commissioner are proportionate?

Yes    /    No

Question 6. Do you agree that the Information Commissioner’s Office should ultimately become a Statutory Board?

Yes    /    No

Question 7. Do you agree with the retention of the notification process for the Information Commissioner?

Yes    /    No

Question 8. Do you agree with the retention of the fee process for notification?

Yes    /    No

Question 9. Do you support a tiered fee structure based on the size of an organisation and the amount of records processed?

Yes    /    No


Administrative fines 

In Article 83 of the GDPR the limits of administrative fines are set at up to 10,000,000 EUR or 2% of annual turnover for undertakings as lower level fines for certain infringements and up to 20,000,000 EUR or 4% of annual turnover for undertakings as upper level fines for certain infringements. The proposed legislation (Regulation 119 and Schedule 5) contains a maximum discretionary penalty of up to £1million.  

Question 11. Is the maximum level of penalty (administrative fine), proposed at £1,000,000 an effective, proportionate and dissuasive remedy for the Isle of Man? 
Yes – effective 

No – too high an amount 

No – should be higher than £1million     
Criminal offences 

Criminal offences are included in the draft Regulations on the same basis as the Data Protection Act 2002, providing for a fine of up to £10,000 on summary conviction and an unlimited fine on information in the High Court (Regulation 145).  

Question 12. Do you agree with the decision to retain the sanctions for criminal offences from the Data Protection Act?  
Yes – retain the sanctions

Yes – but add more sanctions

No – remove the sanctions

If more – then for what level of offence?


Question 13. Are there any transitional provisions the Isle of Man Government should consider to help make sure organisations are ready for compliance with the new legislative provisions in GDPR? (For example a defined grace period)
Yes    /    No

What transitional provisions should the Isle of Man Government consider?
Exemptions including public interest exemptions
Article 23 of the GDPR enables the Island to introduce derogations to the GDPR in certain situations. We can introduce exemptions from the GDPR’s transparency obligations and individual rights, but only where the restriction respects the essence of the individual’s fundamental rights and freedoms and is a necessary and proportionate measure in a democratic society to safeguard: 

· national security 

· defence

· public security

· the prevention, investigation, detection or prosecution of criminal offences 

· other important public interests, in particular economic or financial interests, including budgetary and taxation matters, public health and security 
· the protection of judicial independence and proceedings 

· breaches of ethics in regulated professions 

· monitoring, inspection or regulatory functions connected to the exercise of official authority regarding security, defence, other important public interests or crime/ethics prevention 

· the protection of the individual, or the rights and freedoms of others

· the enforcement of civil law matters 

The legislation also gives powers in respect of exemptions, derogations, conditions or rules in relation to specific processing activities. These include processing that relates to: 

· freedom of expression and freedom of information 

· public access to official documents

· national identification numbers 

· processing of employee data

· processing for archiving purposes and for scientific or historical research and statistical purposes 

· secrecy obligations 

· churches and religious associations

An initial list of proposed exemptions are included in the draft Regulations.  

Question 14.  Are these exemptions sufficient? 

Yes    /    No
If not, what additional exemptions are required?
Final thoughts

Question 15. Do you wish to add any further comments on the proposed legislation and regulations?
Thank you for your participation.
What happens next

The Council of Ministers intends to introduce the draft Bill into the Keys. The feedback from this consultation will be used to inform the Orders and Regulations. 

During the consultation the Cabinet Office may publish the responses received and will publish a summary of the responses after the consultation has closed. Therefore, information you provide to us, including personal information, may be published or disclosed. Where this is the case, it will be done so in accordance with the Data Protection Act 2002 and/or the Freedom of Information Act 2015. If you send a written response (e.g. by letter or email) you may want your response and/or personal information included with the response to remain confidential. If this is the case please mark your response clearly. An automatic confidentiality disclaimer generated by your IT system will not, in itself, be regarded as binding. If you respond via the Isle of Man Government’s consultation hub at https://consult.gov.im/, we will ask for your permission to publish your response. 
Contact 
GDPR project team, Cabinet Office  

c/o Katie Ward 01624 685780 katie.ward@gov.im
Question 10. Do you have any additional comments about the role of the Information Commissioner?
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